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Zoom Video Conferencing Security

Hearts & Minds takes safety, security and confidentiality extremely seriously, and as such have put the following measures in place to minimise risk for our online therapeutic clown visits:
· To prevent "Zoom-bombing", all sessions are password protected and the unique links and password to each individual session are only shared with those intended to participate. 
· Hearts & Minds will email the parent/carer from a Hearts & Minds email account with the Zoom invitation. We will never use the child’s personal email address.
· The 'waiting room' feature enabled, meaning that anyone accessing the session has to be approved by the practitioner 'hosting' the session.
· Sessions will be recorded and stored securely on a cloud (in line with GDPR requirements) for a maximum of 28 days for safeguarding purposes, to ensure that the session has taken place and to review in case of any issues that may arise. 
· Hearts & Mind's Zoom settings do not allow for any file sharing
· Hearts & Minds Zoom settings do not allow users or participants to sign in using their social media to protect privacy
· Sessions will be ‘locked’ once all participants have arrived
· Chat save function is disabled
· Private chat is disabled

To read Zoom's terms and conditions of use, please click here. 
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